
Most Popular Phishing Tests
Make yourself and your team aware of how businesses are being
infiltrated by Phishing.

Call us on 0345 683 11 11 or
visit us at silver-lining.com

The Top Phishing Email 
Topics Sent Globally

Of emails ask for 
password checks 
 immediately.

13% 13%

6% 7% 10%

12%

Were HR vacation 
policy updates that 
needed updating..

Asked for Adobe sign 
in for performance 

review.

Included recent 
activity reports.

Of emails had employee
 expense forms attached.

Had internet reports
 linked within them.

Most Common Methods Of Attacks

"In The Wild" Attacks That Have 
  Happened Recently.

These are the most common attacks used recently by hackers to 
gain important information. When any of these are clicked or not 

appropriately acknowledged, it can lead to disastrous 
cyber attacks!

It has been found that we are seeing more and more business-related subjects from HR 
and management becoming the new way to attack. These attacks are effective as they could 

potentially affect employees' daily work and cause a person to react 
before thinking about how legitimate the email is. 

Links
Phishing Hyperlink 
in the email.

Branded Domains
Comes from user

domain including logo and 
company name.

Attachments
Email contains a
PDF of HTML.

These attacks cause an employee to react before thinking logically. They act impulsively 
and can easily give confidential information and data without realising it!

Estimates suggest that now, in 2023, a cyber attack takes place 
every 39 seconds1

Zoom: The meeting has already begun. Where are you?

Please review and update financial policies.

Get Your Employees Cyber Security Trained Today 
To Prevent Breaches!

Our Phishing and human risk management is the new class of user-focused security awareness 
training programs, periodic phishing simulation campaigns, simplified policy management and 

ongoing dark web monitoring. 

Get in touch today, and we’ll help you and your business defend against cyber attacks. 
Call us on 0345 683 11 11, email us at silver-lining.com or visit our website.
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Your laptop needs a refresh now!

1.h�ps://www.getastra.com/blog/security-audit/cyber-security-staঞsঞcs/
All informaঞon was taken and interpreted from WWW.KNOWBE4.COM


